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EFFICIENT RETRIEVAL AND STORAGE OF
DIRECTORY INFORMATION SYSTEM
KNOWLEDGE REFERRALS

mechanism to represent and obtain both LDAP entry and
LDAP referral information from a relational database system.
BRIEF SUMMARY OF THE INVENTION

CROSS-REFERENCE TO RELATED
APPLICATIONS

A method, system, and computer program for Relational
Schema De?nition And Query Methodology For Ef?cient
Retrieval Of LDAP Knowledge Referrals includes represent
ing the referral in a relational schema and automatically

This application claims the bene?t of US. Provisional
Application No. 60/606,631 ?led on Sep. 1, 2004, which is
hereby incorporated by reference as if fully set forth herein.

modifying the query to retrieve the referral.

FIELD OF THE INVENTION

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is related to the storage of data within

database systems. More particularly, the present invention is

FIG. 1 is a representation of an embodiment of process 100
which is an overview of a method for relational schema de?

directed to the storage and access of object-oriented entities
within a relational database management system.

nition and query methodology for e?icient retrieval of LDAP

knowledge referrals.

BACKGROUND
20

Many computer programming languages and applications
utiliZe object-oriented structures to model real world infor

mation. Obj ect-oriented languages and applications access
and store data in the form of entities such as objects and

attributes. For example, many conventional applications used

25

for querying and maintaining directory information systems

ogy for e?icient retrieval of LDAP knowledge referrals.

are modeled using aspects of obj ect-oriented techniques and
entities. Directory information systems provide a framework

DETAILED DESCRIPTION

for the storage and retrieval of information that are used to

identify and locate the details of individuals and organiZa
tions, such as telephone numbers, postal addresses, and email
addresses.
One common type of object-oriented based directory sys
tems is a directory based on the Lightweight DirectoryAccess
Protocol (“LDAP”). LDAP is a directory protocol that was
developed at the University of Michigan, originally as a front
end to access directory systems organiZed under the X500
standard for open electronic directories. Standalone LDAP

30

35

40

referral entries or referrals, are Directory entries that can be

used to contain remote Directory Server and Directory Infor
mation Tree (DIT) information. For example, since it is pos
the partition group maintains a referral entry that points to the
other Directory servers for relevant partitions of the DIT.
When the LDAP Directory Server services an LDAP
Search request from a client, the knowledge referral entries

described in this disclosure. FIG. 1 is a representation of an
embodiment of a method of relational schema de?nition and

query methodology for e?icient retrieval of LDAP knowl
edge referrals. The method includes representing the referral
in a relational schema, 110 and automatically modifying the
In one embodiment, the LDAP attributes that are ‘search

able’ are cataloged in relational tables. An example approach
to implement relational schema storage structures for this
information is described in US. Pat. No. 6,587,856, which is

LDAP Knowledge References, also called knowledge

sible to partition the Directory content. (DIT and entries)
among multiple Directory servers, each Directory server in

As mentioned above a method, system, and computer pro
gram for relational schema de?nition and query methodology
for ef?cient retrieval of LDAP knowledge referrals is

query to retrieve the referral, 120.

server implementations are now commonly available to store

and maintain directory information.

FIG. 2 is a representation of an embodiment of process 200
which is the method of representing a referral in a relational
schema.
FIG. 3 is a representation of an embodiment of process 300
which is the method of query modi?cation to retrieve refer
rals.
FIG. 4 is a representation of a system that can provide a
method for relational schema de?nition and query methodol

incorporated herein by reference in its entirety.
45

For example, the catalog table for the attribute user ID

(UID) ct_UID(entryid,attrval,stype) holds the unique

50

that are relevant to the search scope can be returned as part of

entryID and UID value information. The relational tables can
also hold the referral information. When a Knowledge Refer
ral entry is provisioned in a LDAP server’s relational store, its
presence is re?ected in every catalog table.
For example, process 200 shown in FIG. 2 shows an

the search result set. There are two mainpor‘tions of the LDAP

embodiment of a method to represent the referral in a rela

Search request that determine the search result set, the base
and the ?lter. The base of the search speci?es the root of the
hierarchical DIT for this search. The ?lter speci?es the

tional schema. An LDAP add request is received, 202. The
entry is added according to the request, 204. The process
determines if the request included a Knowledge Referral,
206. Ifnot the process stops. Ifyes, the catalog table is located
for one of the searchable attributes of the entry, 208. A place
holder is inserted in the catalog table, 210. The process deter

55

Attribute Value Assertions, which, if satis?ed, places the
entry in the result set.
For example, in a search for an individual named John Doe

in the payroll organizational unit of Acme company, the base
may look like base:“ou:payroll,o:acme.com” and the ?lter
may look like ?lter:“uid:j doe”. There is a need for the Direc

mines if there are more searchable attributes for the base, 212.
60

tory Server to return not only the entries that have a user ID

(UID) value of ‘jdoe’ but also the referral entries that are
present in the DIT under the speci?ed base.
Currently there exists no mechanism to represent and

65

If no, the process stops. If yes, the process loops back and
locates the catalog table for the next searchable attribute for
that base, 208.
For example, if a referral entry was assigned an entryid
“4200”, then a place holder such as the value (4200,
‘oidrefmgc2004’,NULL) is inserted into a row in every cata

obtain both directory entry data and knowledge referral data

log table. This place holder indicates that there is an associ

from a relational database system. There is a need for a

ated Knowledge Referral.

US 7,779,022 B2
3

4

To retrieve the Knowledge Referral transparently With the
entries, the entry request is automatically modi?ed. A single
sub-query approach is used. One embodiment has a de?ned

may be a LAN card, or the communication link 1415 may be
a PSTN, in Which case the communication interface 1414

set of rules to map the incoming hierarchical LDAP lookup to

a modem, or the communication link 1415 may be the Inter
net, in Which case the communication interface 1414 may be
a dial-up, cable or Wireless modem.
A computer system 1400 may transmit and receive mes

may be an integrated services digital netWork (ISDN) card or

relational Query. General solutions to perform this mapping
are disclosed in US. application Ser. No. 10/449,946, ?led
May 30, 2003 and US. Pat. No. 6,748,374, Which are hereby

incorporated by reference in their entirety.

sages, data, and instructions, including program, i.e., appli
cation, code, through its respective communication link 1415

In some embodiments, a special value is added to a sub
query. This is shoWn in process 300 illustrated in FIG. 3. A

and communication interface 1414. Received program code

may be executed by the respective processor(s) 1407 as it is
received, and/or stored in the storage device 1410, or other
associated non-volatile media, for later execution.
In an embodiment, the computer system 1400 operates in
conjunction With a data storage system 1431, e.g., a data

search for an attribute/value pair is conducted, 302. For

example, the attribute/value pair may be “uidjdoe”. A data
base query language statement (e.g., SQL) generation occurs,
306. Within SQL generation, 306, the SQL statement from
the original entry request is created, 304; and a special value
is added to the query, 304. For example, the special value, or

storage system 1431 that contains a database 1432 that is

special attribute/value pair,

readily accessible by the computer system 1400. The com
puter system 1400 communicates With the data storage sys

“OR attrval:‘oidrefmgc2004”’

is added to the assertion in the search request. This ensures the

tem 1431 through a data interface 1433. A data interface
20

1433, Which is coupled to the bus 1406, transmits and receives

fetching of the entryids of referral entries (if any) along With
the entryids of the entries matching the search ?lter (if any),

electrical, electromagnetic or optical signals, that include
data streams representing various types of signal information,

308. The entries and knoWledge Referrals are sent to

e.g., instructions, messages and data. In embodiments, the
functions of the data interface 1433 may be performed by the

requestor, 310.
In the above LDAP Search example, the ?lter “UIDIj doe”

25

communication interface 1414.
Computer system 1400 includes a bus 1406 or other com

originally Would have resulted in the folloWing sub-query

munication mechanism for communicating instructions,

(303):

messages and data, collectively, information, and one or more

(SELECT at1.entryid FROM ct_uid at1 WHERE
30

processors 1407 coupled With the bus 1406 for processing
information. Computer system 1400 also includes a main

In some embodiments, to ensure the retrieval of Knowledge

memory 1408, such as a random access memory (RAM) or

Referral, the modi?ed sub-query (304) Will be:
(SELECT at1.entryid FROM ct_uid at1 WHERE
at1.attrval:‘jdoe’ OR attrval:‘oidrefmgc2004’).

other dynamic storage device, coupled to the bus 1406 for
storing dynamic data and instructions to be executed by the

This technique can be applied to retrieval of LDAP Alias
objects as Well.

processor(s) 1407. The main memory 1408 also may be used
35

System Architecture OvervieW
The execution of the sequences of instructions required to

40

practice the embodiments may be performed by a computer
system 1400 as shoWn in FIG. 4. In an embodiment, execution

of the sequences of instructions is performed by a single
computer system 1400 . According to other embodiments, tWo
or more computer systems 1400 coupled by a communication
link 1415 may perform the sequence of instructions in coor
dination With one another. Although a description of only one

for storing temporary data, i.e., variables, or other intermedi
ate information during execution of instructions by the pro
cessor(s) 1407.
The computer system 1400 may further include a read only
memory (ROM) 1409 or other static storage device coupled to
the bus 1406 for storing static data and instructions for the
processor(s) 1407. A storage device 1410, such as a magnetic
disk or optical disk, may also be provided and coupled to the
bus 1406 for storing data and instructions for the processor(s)
1407.

45

A computer system 1400 may be coupled via the bus 1406
to a display device 1411, such as, but not limited to, a cathode
ray tube (CRT), for displaying information to a user. An input

computer system 1400 Will be presented beloW, hoWever, it

device 1412, e.g., alphanumeric and other keys, is coupled to

should be understood that any number of computer systems
1400 may be employed to practice the embodiments.
A computer system 1400 according to an embodiment Will

the bus 1406 for communicating information and command
selections to the processor(s) 1407.

50

According to one embodiment, an individual computer

system 1400 performs speci?c operations by their respective

noW be described With reference to FIG. 4, Which is a block

diagram of the functional components of a computer system
1400. As used herein, the term computer system 1400 is
broadly used to describe any computing device that can store

processor(s) 1407 executing one or more sequences of one or
55

and independently run one or more programs.

more instructions contained in the main memory 1408. Such
instructions may be read into the main memory 1408 from
another computer-usable medium, such as the ROM 1409 or

Each computer system 1400 may include a communication
interface 1414 coupled to the bus 1406. The communication

the storage device 1410. Execution of the sequences of

interface 1414 provides tWo-Way communication betWeen
computer systems 1400. The communication interface 1414
of a respective computer system 1400 transmits and receives
electrical, electromagnetic or optical signals, that include
data streams representing various types of signal information,

processor(s) 1407 to perform the processes described herein.
In alternative embodiments, hard-Wired circuitry may be used
in place of or in combination With softWare instructions.

e.g., instructions, messages and data. A communication link
1415 links one computer system 1400 With another computer
system 1400. For example, the communication link 1415 may
be a LAN, in Which case the communication interface 1414

instructions contained in the main memory 1408 causes the
60

65

Thus, embodiments are not limited to any speci?c combina
tion of hardWare circuitry and/ or softWare.
The term “computer-usable medium,” as used herein,
refers to any medium that provides information or is usable by
the processor(s) 1407. Such a medium may take many forms,
including, but not limited to, non-volatile, volatile and trans

US 7,779,022 B2
6

5

4. The method of claim 3, wherein the placeholder further

mission media. Non-volatile media, i.e., media that can retain
information in the absence of power, includes the ROM 1409,

includes an attribute value and a type.

CD ROM, magnetic tape, and magnetic discs. Volatile media,
i.e., media that can not retain information in the absence of
power, includes the main memory 1408. Transmission media

5. A system comprising:
a processor for:
5

includes coaxial cables, copper wire and ?ber optics, includ
ing the wires that comprise the bus 1406. Transmission media
can also take the form of carrier waves; i.e., electromagnetic

database;
modifying the query to retrieve the entry and a representa
tion of a knowledge reference from a directory informa
tion system, wherein the representation of the knowl

waves that can be modulated, as in frequency, amplitude or

phase, to transmit information signals. Additionally, trans
mission media can take the form of acoustic or light waves,
such as those generated during radio wave and infrared data
communications.

In the foregoing speci?cation, the embodiments have been
described with reference to speci?c elements thereof. It will,
however, be evident that various modi?cations and changes
may be made thereto without departing from the broader
spirit and scope of the embodiments. For example, the reader
is to understand that the speci?c ordering and combination of
process actions shown in the process ?ow diagrams described
herein is merely illustrative, and that using different or addi

edge reference is in the relational database, wherein
modifying the query comprises: receiving a request for a
?rst attribute value pair; generating a database query
statement to search for the ?rst attribute value pair; and
inserting an OR operator and a second attribute value

20

remote directory server information for a partition of a

speci?cation and drawings are, accordingly, to be regarded in
25

What is claimed is:
1. A computer-implemented method for e?icient retrieval

of a knowledge reference, comprising:
receiving a query for retrieving an entry from a directory
information system, wherein the entry from the direc
tory information system is represented in a relational

30

tory information system;
the knowledge reference; and
35

storing the entry and the knowledge reference or a dis

40

45

execute a method for relational schema de?nition and
50

database;
55

tory information system;
inserting a place holder in the one or more catalog tables for

the knowledge reference; and
60

display device or storing the entry and the knowledge
medium.
2. The method of claim 1, wherein the knowledge reference

3. The method of claim 2, wherein the placeholder includes
the knowledge reference identi?er.

modifying the query to retrieve the entry and a representa

tion of the knowledge reference from the directory infor
mation system, wherein the representation of the knowl
edge reference is in the relational database, wherein
modifying the query comprises: receiving a request for a
?rst attribute value pair; generating a database query
statement to search for the ?rst attribute value pair; and
inserting an OR operator and a second attribute value

reference in a volatile or non-volatile computer-usable

is assigned an identi?er.

retrieval a knowledge reference, the method comprising:
receiving a query for retrieving an entry from a directory
information system, wherein the entry from the direc
tory information system is represented in a relational

base for one or more searchable attributes in the direc

displaying the entry and the knowledge reference on a

includes an attribute value and a type.
9. A computer program product embodied on a volatile or

medium having stored thereon a sequence of instructions
which, when executed by a processor, causes the processor to

remote directory server information for a partition of a

locating one or more catalog tables in the relational data

reference.
6. The system of claim 5 wherein the knowledge reference
is assigned an identi?er.
7. The system of claim 6, wherein the placeholder includes
the knowledge reference identi?er.
8. The system of claim 7, wherein the placeholder further

non-volatile computer-usable medium, the computer-usable

representation of the knowledge reference comprises
directory information tree, wherein the directory infor
mation system content is partitioned among multiple
directory servers;
responding to the query for retrieving the entry from the
relational database with the entry and the knowledge
reference from the relational database;

a volatile or non-volatile computer-usable medium for

play device for displaying the entry and the knowledge

value;
retrieving the entry and the representation of the knowl
edge reference in the relational database, wherein the

locating one or more catalog tables in the relational data

inserting a place holder in the one or more catalog tables for

generating a database query statement to search for the

?rst attribute value pair; and inserting an OR operator
and a second attribute value pair in the database query
statement, wherein the second attribute value pair
includes the knowledge reference attribute and attribute

directory information tree, wherein the directory infor
mation system content is partitioned among multiple
directory servers;
responding to the query for retrieving the entry from the
relational database with the entry and the knowledge
reference from the relational database;
base for one or more searchable attributes in the direc

database;
modifying the query, by using a processor, to retrieve the
entry and a representation of the knowledge reference
from the directory information system, wherein the rep
resentation of the knowledge reference is in the rela
tional database, wherein modifying the query com
prises: receiving a request for a ?rst attribute value pair;

pair in the database query statement, wherein the second
attribute value pair includes the knowledge reference
attribute and attribute value;
retrieving the entry and the representation of the knowl
edge reference in the relational database, wherein the

representation of the knowledge reference comprises

tional process actions, or a different combination or ordering
of process actions can be used to enact the embodiments. The
an illustrative rather than restrictive sense.

receiving a query for retrieving an entry from a directory
information system, wherein the entry from the direc
tory information system is represented in a relational
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pair in the database query statement, wherein the second
attribute value pair includes the knowledge reference
attribute and attribute value;
retrieving the entry and the representation of the knowl
edge reference in the relational database, wherein the
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representation of the knowledge reference comprises

receiving a storage request to store an entry of a directory
information system in a relational database;

remote directory server information for a partition of a

directory information tree, wherein the directory infor
mation system content is partitioned among multiple
directory servers;
responding to the query for retrieving the entry from the
relational database with the entry and the knowledge
reference from the relational database;

storing the entry in the relational database;
locating one or more catalog tables in the relational data
base for one or more searchable attributes in the direc

tory information system;
inserting a place holder in the one or more catalog tables for

the knowledge reference; and
upon receipt of the request to store the entry, associating a
knowledge reference with the entry in the relational

locating one or more catalog tables in the relational data
base for one or more searchable attributes in the direc

database, wherein the entry and the knowledge reference

tory information system; and
inserting a place holder in the one or more catalog tables for

are retrieved from the relational database by a retrieval

the knowledge reference.
10. The computer program product of claim 9, wherein the

request to retrieve the entry from the relational database,
wherein the retrieval request is modi?ed by receiving a
request for a ?rst attribute value pair, generating a data

knowledge reference is assigned an identi?er.
11. The computer program product of claim 10, wherein
the placeholder includes the knowledge reference identi?er.
12. The computer program product of claim 11, wherein
the placeholder further includes an attribute value and a type.
13. A computer-implemented method to store a knowledge

base query statement to search for the ?rst attribute value
pair, and inserting an OR operator and a second attribute

value pair in the database query statement, wherein the
second attribute value pair includes the knowledge ref
20

reference for retrieval, comprising:
receiving a storage request to store an entry of a directory
information system in a relational database;
storing the entry in the relational database in a volatile or

prises an attribute value and a type.

18. The product of claim 16, wherein the knowledge ref
erence is assigned an identi?er.
25

non-volatile computer-usable medium;

19. A system for storing a knowledge reference for

retrieval, comprising:

locating one or more catalog tables in the relational data

a receiver for receiving a storage request to store an entry of

a directory information system in a relational database;

base for one or more searchable attributes in the direc

tory information system;
inserting a place holder in the one or more catalog tables for

erence attribute and attribute value.

17. The product of claim 16, wherein the placeholder com

a volatile or non-volatile computer-usable medium for
30

the knowledge reference; and

storing the entry in the relational database; and
a processor for:

upon receipt of the request to store the entry, associating,

locating one or more catalog tables in the relational data

by using a processor, a knowledge reference with the

base for one or more searchable attributes in the direc

tory information system;

entry in the relational database in the volatile or non

volatile computer-usable medium, wherein the entry and
the knowledge reference are retrieved from the rela
tional database by a retrieval request to retrieve the entry
from the relational database, wherein the retrieval
request is modi?ed by receiving a request for a ?rst
attribute value pair, generating a database query state
ment to search for the ?rst attribute value pair, and insert
ing an OR operator and a second attribute value pair in
the database query statement, wherein the second
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the knowledge reference; and
upon receipt of the request to store the entry, a processor for

associating a knowledge reference with the entry in the
relational database in the volatile or non-volatile com
40

ence is assigned an identi?er.
16. A computer program product embodied on a volatile

and non-volatile computer-usable medium, the computer-us
able medium having stored thereon a sequence of instructions
which, when executed by a processor, causes the processor to
execute a method for storing a knowledge reference for

retrieval, the method comprising:

puter-usable medium, wherein the entry and the knowl
edge reference are retrieved from the relational database
by a retrieval request to retrieve the entry from the rela
tional database, wherein the retrieval request is modi?ed
by receiving a request for a ?rst attribute value pair,

attribute value pair includes the knowledge reference
attribute and attribute value.
14. The method of claim 13, wherein the placeholder com
prises an attribute value and a type.
15. The method of claim 13, wherein the knowledge refer

inserting a place holder in the one or more catalog tables for
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generating a database query statement to search for the

?rst attribute value pair, and inserting an OR operator
and a second attribute value pair in the database query
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statement, wherein the second attribute value pair
includes the knowledge reference attribute and attribute
value.
20. The system of claim 19, wherein the placeholder com
prises an attribute value and a type.

21. The system of claim 19, wherein the knowledge refer
ence is assigned an identi?er.
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