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DETECTING CODE INJECTION ATTACKS
AGAINST DATABASES

Query$:“SELECT*FROM USERS WHERE NAMEI‘ ’OR
AGE>:0--’ AND PASS:‘any’”
As it turns out, the “--” sequence denotes a comment in

CROSS-REFERENCE TO RELATED
APPLICATION

SQL, so the resulting query is interpreted as folloWs:
SELECT’X‘FROM USERS WHERE NAMEI‘ ’OR AGE>:0

This application is related to US. patent application Ser.

No. 10/819,574, ?led Apr. 6, 2004, Which is incorporated by

This query Will select all users from the USERS table Where
the user’s name is equal to the empty string ‘ ’ OR Where the

reference herein.

user’s AGE (another ?eld in the database in this example) is
greater than or equal to Zero years old. Since every user is at

BACKGROUND OF THE INVENTION

least Zero years old, this augmented query Will select all users
and return their results to the attacker.

1. Field of the Invention

By using the techniques illustrated in this example, the

This invention pertains in general to computer security and
in particular to securing computer databases against code
injection attacks.

attacker can inject code to obtain access to credit card num

bers and other con?dential information, modify or delete
information on the database, or perform other malicious

2. Description of the Related Art
Databases are Widespread in modern computing environ
ments. Companies and other enterprises rely on databases to

store both public and private data. Many enterprises provide

actions. Thus, there is a need in the art for a Way to detect

malicious queries and prevent them from executing on the
database.
20

publicly-accessible interfaces to their databases. For
example, an electronic commerce Web site typically includes

BRIEF SUMMARY OF THE INVENTION

a “search” ?eld that accepts search terms and alloWs an end
user to search items for sale on the site. This search ?eld is a
publicly-accessible interface to a database that stores data

an incoming query against a set of template queries in order to

The above need is met by a database server that compares
25

describing the items for sale.
At a technical level, many of these publicly-accessible
databases Work by having a Web server provide a Web broWser
executing on the client With an HTML and/or JavaScript
based form. The Web broWser displays this form on the client,
and the end-user provides values for the ?elds in the form. The
end-user performs an action, such as pressing a “Submit”
button, that causes the Web broWser to send the entered values

base server receives an incoming query from a Web server or

another entity and converts the query into its canonical form.
The database server compares the canonical incoming query
30

base server executes the query on a database.
35

This query executes on the database and the server returns the

In an SQL (Structured Query Language) injection attack,
the attacker ?lls out the form using specially-crafted data.

are not present in a similar template query. If the tokens have
40

BRIEF DESCRIPTION OF THE DRAWINGS
45

name and “Pickle” as his passWord. When these values are
returned to the server, the server places the values into tWo

variables, for example “name$” and “pass$”. The back-end
logic constructs a query using the values of these variables.
Assume that the query having the variables is:

meaning in the language utiliZed to express the query, the
database server declares the query malicious. Otherwise, the
database server declares the query anomalous.

on the database and results in a malicious action.
For example, assume a form asks an end-user for his name

and passWord. A legitimate user might enter “Jim” as his

If the canonical incoming query does not match one of the

stored template queries, then the database server determines
Whether the incoming query is malicious or anomalous. The
database server identi?es tokens in the incoming query that

results to the client Web broWser.

These data, When used by the server to generate a query to the
database, result in a malicious query being sent to the data
base on behalf of the attacker. The malicious query executes

With stored template queries. The template queries are
canonical forms of queries knoWn to be legitimate. If the input
query matches one of the stored template queries, then the
query is legitimate. Accordingly, one embodiment of the data

to the server. At this point, back-end logic at the server con

structs a query to the database using the user-supplied values.

determine Whether the incoming query is legitimate, mali
cious (i.e., includes injected code), or anomalous. The data

50

FIG. 1 is a high-level diagram illustrating a typical envi
ronment Where it is desirable to block code injection attacks
against a database.
FIG. 2 is a high-level block diagram shoWing a computer
system for acting as a Web server, database server, and/or a

Query$:“SELECT*FROM USERS WHERE NAME:

client computer according to one embodiment.
FIG. 3 is a high-level block diagram illustrating a more
detailed vieW of the database server according to one embodi

‘“+name$+’” AND PASS:‘“+pass$+””’_
The back-end logic replaces the variables With the user-sup
plied values and produces the query:

55 ment.

FIG. 4 is a How chart illustrating steps performed by the

Query$:“SELECT*FROM USERS WHERE NAMEI‘Jim’

database server and/or other entities according to one

AND PASS:‘Pickle’”.

embodiment.

FIG. 5 is a How chart illustrating steps performed by the

This query, When executed on the database, validates that the

end-user supplied a matching name/passWord pair by retum

60

database server in determining Whether an incoming query is

ing the user’s information if the data are correct.

malicious or anomalous according to one embodiment.

To understand an SQL injection attack, consider What
Would happen if the user supplied the specially-crafted string:

The ?gures depict an embodiment of the present invention
for purposes of illustration only. One skilled in the art Will

readily recogniZe from the folloWing description that altema
65

as the name and “any” as the passWord. The back-end logic
Will construct the query to the database as:

tive embodiments of the structures and methods illustrated

herein may be employed Without departing from the prin
ciples of the invention described herein.

US 7,444,331 B1
3

4

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

legitimate, executes the legitimate queries on the database
118 and, in some embodiments, passes the results of the

FIG. 1 is a high-level diagram illustrating a typical envi
ronment 100 Where it is desirable to block code injection

pass the results of the queries back to the client computers

queries back to the Web server 110. The Web server 110 can
5

attacks against a database. The environment includes a Web

server 110 in communication With multiple client computers
112 via a netWork 114. Only three client computers 112 are
shoWn in FIG. 1 for purposes of clarity, but those of skill in the
art Will recognize that typical environments can have hun
dreds or thousands of client computers 112, and can also have

having forms for entering data. The Web server 110 receives

query strings from the client computers 112 incorporating
data entered into the forms. The Web server 110 extracts the
data from the query strings and uses the data to create queries
Which it then passes to the database server 116 for execution.
In one embodiment, the queries are formulated in the Struc

multiple Web servers 110. Although not shoWn in FIG. 1,
there can be many other computers connected to the netWork
110.
FIG. 1 and the other ?gures use like reference numerals to

tured Query Language (SQL), but other embodiments canuse
other languages or techniques for representing the queries.

identify like elements. A letter after a reference numeral, such
as “112A,” indicates that the text refers speci?cally to the

element having that particular reference numeral. A reference
numeral in the text Without a folloWing letter, such as “112,”
refers to any or all of the elements in the ?gures bearing that
reference numeral (eg “112” in the text refers to reference

20

numerals “112A,” “112B,” and/or “112C” in the ?gures).
The netWork 114 enables data communication betWeen
and among the entities connected to the netWork and in one
embodiment is the Internet. The netWork 114 can also utiliZe

client computers 112 via SOAP over HTTP. The Web server
110 parses the XML-encoded messages to extract data, and
25

The client computers 112 are utiliZed by end-users to inter
act With the Web server 110. In one embodiment, a client
30

cols used on the netWork 114 can include multiprotocol label
35

data exchanged over the netWork 114 can be represented

using technologies and/ or formats including the hypertext

markup language (HTML), the extensible markup language

40

(XML), the simple object access protocol (SOAP) etc. In

45

and/or dedicated data communications technologies instead

having a database 118. The database server 116 is shoWn
Within the Web server 110 of FIG. 1, although this is not

system 200 for acting as a Web server 110, database server
116, and/or a client computer 112 according to one embodi

storage device 208, a keyboard 210, a graphics adapter 212, a
pointing device 214, and a netWork adapter 216. A display
218 is coupled to the graphics adapter 212. Computer systems
acting in different roles may have different and/ or additional
elements than the ones shoWn in FIG. 2. For example, a
computer system 200 acting as a Web 110 or database 116

necessarily the case. In one embodiment, the database server

116 functionality is integrated into the Web server 110 and in
55

entity. Depending upon the embodiment, the database server
116 can be proximate to, or remote from, the Web server 110.
As described in more detail beloW, the database server 116

server may have greater processing poWer and a larger storage
device than a computer system acting as a client computer
112. LikeWise, a computer system acting as a Web 110 or
database 116 server may lack devices such as a display 218

and/or keyboard 210 that are not necessarily required to oper
60

ate it.

As is knoWn in the art, the computer system 200 is adapted

In one embodiment, the Web server 110 exchanges data
With the client computers 112 using HTTP and/ or other pro
tocols. The exchanged data provides a means by Which the

to execute computer program modules. As used herein, the
term “module” refers to computer program logic for provid

client computers can access the database 118. The Web server

server 116. The database server 116 veri?es that queries are

form for accepting information. The end-user uses a keyboard
or other user input device to provide information into the
form, and the Web broWser encodes the information in a query
string and sends it to the Web server 110. In another embodi

bus 204. Also coupled to the bus 204 are a memory 206, a

server 110 is in communication With a database server 116 50

110 receives data from the client computers 112, uses the data
to generate queries, and passes the queries to the database

ment, a client computer 112 executes a Web broWser that
receives an HTML-encoded Web page from the Web server
110 and displays it to the end-user. The Web page contains a

ment. Illustrated are at least one processor 202 coupled to a

of, or in addition to, the ones described above.
The Web server 110 exchanges data With the client com
puters 112 via the netWork 114. In one embodiment, the Web

includes functionality for detecting and preventing database
code injection attacks.

PC or Apple Macintosh compatible computer. In another
embodiment, a client computer 112 is another type of elec
tronic device, such as a cellular telephone, personal digital
assistant (PDA), portable email device, etc. In one embodi

ing With the Web server 110 using Web services.
FIG. 2 is a high-level block diagram shoWing a computer

layer (SSL), Secure HTTP and/or virtual private netWorks

another embodiment the database server 116 is a discrete

computer 112 is a typical personal computer such as an IBM

ment, a client computer 112 executes a program for interfac

addition, all or some of links can be encrypted using conven
tional encryption technologies such as the secure sockets

(VPNs). In another embodiment, the entities can use custom

uses the data to create the queries executed by the database
server 116.

essarily part of the Internet. In one embodiment, the netWork
114 uses standard communications technologies and/or pro
tocols. Thus, the netWork 114 can include links using tech

sWitching (MPLS), the transmission control protocol/Internet
protocol (TCP/IP), the User Datagram Protocol (UDP), the
hypertext transport protocol (HTTP), the simple mail transfer
protocol (SMTP), and the ?le transfer protocol (FTP). The

The Web server 110 provides the results of the query to the
client computers 112 via neW HTML-encoded Web pages.
In another example, the Web server 110 uses Web services
to interact With the client computers 112. The Web server 110
utiliZes an XML schema that is provided to, or otherWise
knoWn by, the client computers 112. The Web server 110

receives messages encoded using the XML schema from the

dedicated or private communications links that are not nec

nologies such as Ethernet, 802.11, integrated services digital
netWork (ISDN), digital subscriber line (DSL), asynchronous
transfer mode (ATM), etc. Similarly, the networking proto

112.
For example, the Web server 110 can use HTTP to provide
the client computers 112 With HTML-encoded Web pages

65

ing the speci?ed functionality. A module can be implemented
in hardWare, ?rmWare, and/or softWare. When utiliZed, the
modules are loaded into the memory 206 and executed by the
processor 202.

US 7,444,331 B1
5

6

FIG. 3 is a high-level block diagram illustrating a more
detailed vieW of the database server 116 according to one

Each of these queries has multiple ordered tokens and tWo

parameteriZable ?elds, “NAME” and “PASS.” These queries

embodiment. The database server 116 includes a database
118 storing a collection of information. The information can

are canonicaliZed to a single query template as folloWs:
SELECT’X‘FROM USERS WHERE NAME:

include, for example, names, addresses, credit card numbers,

‘ ’ and PASSI‘ ’.

products offered for sale, medical histories, etc. In one

Thus, each query template in this embodiment contains a set
of ordered tokens and parameteriZable ?elds. In other

embodiment the database 118 is a relational database and in
another embodiment the database is a ?at-?le database.

embodiments, the query templates are generated using other

Although the database 118 is shoWn Within the database

techniques in addition to, or instead of, the one described
here.
In one embodiment, the storage module 312 also stores a

server 116, it can in fact be external and/ or remote from the

database server 116. Depending upon the embodiment, the
database 118 can be centraliZed at one location or distributed

set of data describing tokens having meaning in the language
used to specify the queries. For example, in the SQL embodi

over multiple locations.
The database server 116 includes an input/output (I/O)

ment the storage module 312 stores a set of data describing

module 310. The U0 module 310 receives incoming queries

SQL keyWords (e.g., “exists” “member,

from the Web server 110 and/or other entities and also pro

to the appropriate entities. In one embodiment, a query is
de?ned as an ordered set of tokens and parameteriZable ?elds.

set of data stores the tokens as text strings or in another format
20

plates and determines Whether the incoming query is legiti
mate, malicious (i.e., contains injected code) or anomalous.

embodiment the “SELECT” statement is a token. Other

tokens include the comment symbol (- -), mathematical opera
25

A parameteriZable ?eld is a location in a query Where a

variable is replaced With a literal for execution. The literal is

canonicaliZation is successful, the injection detection module

number. For example, the SQL fragment
30

35

40

one embodiment are the data in the database 118 satisfying

codes indicating Whether the query successfully executed
and/ or other information about the query execution. In one
45

A storage module 312 holds templates representing
canonical forms of knoWn legitimate queries executed by the
50

generated using the technique described in US. patent appli
cation Ser. No. 10/612,198, Which is incorporated herein by
reference. According to this technique, the templates are gen

erated by observing all incoming queries to the database
during a training period. Each query is added to an approved
list of queries, and each query in the approved list is canoni

55

instances of the same query.

removing the literals (i.e., the speci?c string and/or numeric

60

values) from the parameteriZable ?elds. For example, con
sider the tWo folloWing non-canonicaliZed SQL queries:
SELECT’X‘FROM USERS WHERE NAMEI‘cindy’ AND

PASSI‘boop’
SELECT’X‘FROM USERS WHERE NAMEI‘abe’ AND
PASS:‘netWork’.

The query reporting module 316 is operator-con?gured to
provide different types of alerts based on the classi?cation of
the query. For example, the query reporting module 316 can
be con?gured to generate a high-priority alert When a mali
cious query is detected, and a loW-priority alert When an
anomalous query is detected. In one embodiment, the output
of the query reporting module 316 is provided to the I/O
module 310. In another embodiment, the query reporting
module 316 provides its report to other internal and/ or exter
nal modules.
A query execution module 318 executes the input query on
the database 318. In one embodiment, the query execution

module 318 utiliZes the results of the analyses performed by
the injection detection module 314 to determine Whether to
execute the query. For example, the query execution module
318 can be con?gured to execute all queries classi?ed as

caliZed (i.e., generalized) so it can be used to match different

In one embodiment, the queries are canonicaliZed by

ule 314 performs additional tests on the incoming query to
determine Whether it is malicious. These tests are described
beloW in relation to FIGS. 4 and 5.
A query reporting module 316 reports the results of the

analyses performed by the injection detection module 314.

the query. The results can likeWise include one or more return

database server 116. In one embodiment, the templates are

If the canonicaliZed incoming query does not match a
template query, or the incoming query cannot be canonical
iZed, then the incoming query is either malicious (i.e., a code

injection attack) or anomalous. The injection detection mod

responding literals.

embodiment, the I/O module 310 returns a value describing
Whether the database server 116 found the query to be legiti
mate, malicious, or anomalous.

314 compares the canonicaliZed query to the query templates
in the storage module 312. If the canonicaliZed incoming

query exactly matches any of the template queries, then in one
embodiment the incoming query is considered legitimate.

module 310 receives the user-de?ned literals as parameters,
and the I/O module 310 replaces the variables With the cor

The results of the query output by the I/O module 310 in

In one embodiment, the injection detection module 314
canonicaliZes the incoming query. A query that includes an
injection attack might be malformed, in Which case the
canonicaliZation process can fail. In one embodiment, if the

typically based on a user-de?ned value such as a string or

de?nes a parameteriZable ?eld Where the variable NAME$ is
replaced by the user-de?ned literal for execution. In one
embodiment, the query received by the I/O module 310
already includes the user-de?ned literal in place of the vari
able. In another embodiment, the query received by the I/O

that supports rapid comparison With other text strings.
In one embodiment, an injection detection module 314
evaluates an incoming database query against the query tem

A token is an independent unit of meaning in the language in
Which the query is speci?ed. For example, in the SQL
tors (e.g., +, —, and I), etc.

concat,” “and”),

operators (e.g., “I”, “— ” “+”), and special strings (e.g., com
ment indicators like
and “/*”). In one embodiment, the

vides the results of the queries and/or determinations of
Whether the queries are legitimate, malicious, or anomalous

legitimate, but to not execute any queries classi?ed as anoma
lous or malicious. Other embodiments can respond to the
classi?cations in different manners.

FIG. 4 is a How chart illustrating steps performed by the
database server 116 and/or other entities according to one
65

embodiment. Not every possible step is shoWn in the ?gure. In
addition, some embodiments perform different steps in addi
tion to, or instead of, the ones described herein. Furthermore,
the order of the steps can vary from that described herein. In
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one embodiment, the majority of the steps illustrated in FIG.
4 are performed by the injection detection module 314.

duced through a code injection attack. In one embodiment,
the database server 116 stores any additional strings for
analysis after all of the tokens of the template query have been

The database server 116 receives 110 an incoming query
from the Web server 1 10 or another entity. The database server

sought in the incoming query. In another embodiment, the

116 converts the incoming query into its canonical form 412,
if possible. Next, the database server 116 compares the

database server 116 analyzes each additional string as it is
found.
If 516 not every token in the template query is found in the
incoming query or no additional strings are found, the data
base server 116 declares 426 the query anomalous. Other
Wise, the database server 116 tokeniZes 518 each additional

canonical incoming query With the stored template queries. If
414 the canonical incoming query matches one of the stored

template queries, then the query is legitimate 416. Accord
ingly, one embodiment of the database server 116 executes
418 the query on the database 118. The database server 116
reports 420 the results of the query back to the Web server 110

and/ or another entity.
If 414 the canonical incoming query does not match one of
the stored template queries, or the incoming query cannot be
canonicaliZed, then one embodiment of the database server
116 performs 422 additional tests to determine Whether the
query is malicious or anomalous. If the additional tests shoW
that the query is malicious 424, the database server 116
reports 420 this result. If the tests shoW that the query is
anomalous 426, the database server 116 likeWise reports 420
this result.

string found in the incoming query by separating the string
into character sequences. This tokeniZation can be per

formed, for example, by declaring that each set of characters
betWeen tWo spaces forms a token. The database server 116

then determines 520 Whether any of the tokens from the

additional strings have meaning Within the query language. In
one embodiment, this latter step is performed by determining
20

FIG. 5 is a How chart illustrating steps performed by the
database server 116 in determining Whether an incoming
query is malicious or anomalous (step 422) according to one

cious.

25

embodiment. Some embodiments perform different steps in
addition to, or instead of, the ones described herein. Further
more, the order of the steps can vary from that described

herein. In one embodiment, the majority of the steps illus
trated in FIG. 5 are performed by the injection detection
module 314.
Recall that in one embodiment, the steps of FIG. 5 are
performed only if the canonical incoming query does not
match one of the template queries. Although no template
query Was a perfect match, the database server 116 identi?es

‘ ’ OR AGE>:0--’ AND PASSI‘any’.
30

35

40

‘ ’AND PASSI‘ ’.

“WHERE” statement in the template query, “NAME,” and
searches for it in the incoming query. This token is found in
the incoming query. LikeWise, the next tWo tokens, “I” and
“AND” are found in the incoming query. HoWever, the data
base server 116 detects that the incoming query contains the
additional string “ ‘OR AGE>:0--” betWeen these tWo tokens.

that the database server 116 selects only 1 template query for
45

The database server 116 tokeniZes the additional string and
searches for each token in the storage module 312. In this

example, each token (e.g., the single quote and “OR”) are

The database server 116 determines 512 if all of the tokens
in the candidate template query are present in the non-canoni
caliZed incoming query, in the same order. In one embodi

ment, this determination 512 is performed by selecting a
50

matching to determine Whether the characters forming the
token are present in the incoming query. This process is
repeated for each token of the template query, and the tokens
are selected in the order that they appear in the template query.
In one embodiment, the database server 116 does not search

SELECT*FROM USERS WHERE NAME:
The database server 116 identi?es the ?rst token after the

Depending upon the embodiment, n can be 1 or some other
number, such as 5. The remainder of this discussion assumes

token in the template query (e.g., “USERS”) and using string

This query includes a code injection attack embodied by the
string ‘“OR AGE>:0--” and Will not match any of the tem
plate queries. The database server 116 Will select as the most

similar template query:

caliZed incoming query With each of the template queries

further analysis.

The operation shoWn in FIGS. 4 and 5 can perhaps be better
understood in vieW of the folloWing example. Assume that the
incoming query is:
SELECT’X‘FROM USERS WHERE NAME:

the set of closest matching template queries. In one embodi
ment, the set is identi?ed 510 by comparing the non-canoni

using a string comparison function that generates a metric
indicating the degree of similarity. The database server 116
selects the n best template queries for further analysis.

Whether any of the tokens are found in the set of meaningful
SQL tokens stored in the storage module 312. If 520 any
token is found in the set of tokens stored by the storage
module 312, then the token Was added by a code injection
attack and the database server 116 declares the query mali

55

found in the storage module 312 because these tokens have
meaning in SQL. Therefore, the database server 116 declares
the query malicious.
In one embodiment, the database server 116 performs other
tests on incoming queries found to be anomalous and/ or mali
cious in order to reduce false positive detections. One such
test performed by an embodiment of the database server 116
is determining Whether the one or more additional tokens in
the incoming query occur near a parameteriZable ?eld in the

for certain tokens in the incoming query. For example, it is
unnecessary to search for tokens occurring prior to the ?rst

template query. All code injections Will occur around param
eteriZable ?elds because these ?elds are the only places that

“WHERE” in an SQL statement because no code injections

the attacker can introduce the code. Therefore, one embodi
ment of the database server 116 does not declare malicious

are possible prior to that point. In addition, the database server
116 does not search for tokens that are artifacts of the canoni
caliZation process, such as Wildcards, because such tokens are

60

not necessarily found in the incoming query.
The database server 116 identi?es 514 any strings in the
incoming query that are found betWeen tWo matching tokens
and/ or after the ?nal matching token. Since these additional
strings are found in the incoming query but are not present in

the template query, the additional strings Were possibly intro

incoming queries that have additional tokens at locations not
near parameteriZable ?elds. Further, one embodiment does
not declare queries With extra tokens malicious unless the
extra tokens occur immediately after a parameteriZable ?eld.
Depending upon the embodiment, the database server 116

65

can declare these non-malicious queries as anomalous or
legitimate. Other embodiments can use different tests in addi
tion to, or instead of, the ones described herein.
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6. The method of claim 1, Wherein identifying the template
query of the plurality of template queries that is similar to the

The above description is included to illustrate the operation
of the preferred embodiments and is not meant to limit the
scope of the invention. The scope of the invention is to be

incoming database query comprises:

limited only by the following claims. From the above discus

applying a similarity metric to the incoming database

sion, many variations Will be apparent to one skilled in the

query and the plurality of template queries; and
identifying a set of template queries Where the similarity

relevant art that Would yet be encompassed by the spirit and
scope of the invention.

metric produces a score above a threshold.

7. A computer system for determining Whether an incom

We claim:

ing database query is malicious, comprising:

1. A computer-implemented method of determining
Whether an incoming database query represented in a query

10

a memory device coupled to the processor;
a representation module adapted to load into the memory
device and cause the processor to represent the incoming
database query as an ordered set of tokens and represent

representing the incoming database query as an ordered set

of tokens;
representing a plurality of template queries as ordered sets

of tokens;

a plurality of template queries as ordered sets of tokens;
a comparing module adapted to load into the memory

comparing the ordered set of tokens representing the
incoming database query With the ordered sets of tokens

device and cause the processor to compare the ordered

representing the template queries;
identifying a template query of the plurality of template
queries that is similar to the incoming database query,
the similar template query being represented as an
ordered set of tokens;
identifying a portion of the ordered set of tokens represent
ing the incoming database query not found in the
ordered set of tokens representing the similar template

20

25

query as an extra token;

determining if all of the tokens in the set of tokens repre
senting the similar template query are in the same order
as the set of tokens representing the incoming database
query and if the extra token has meaning in the query

similar template query as an extra token and to deter
the similar template query are in the same order as the set
30

declaring the incoming query malicious if all of the tokens
in the set of tokens representing the similar template
senting the incoming database query, if the set of tokens
representing the incoming database query includes the

35

of the incoming database query not found in the similar tem
plate query as the extra token comprises:
searching for each token of the similar template query in

the incoming database query, in order; and
for adjacent tokens in the similar template query that are
found in order in the incoming database query, identify

40

cessor to declare the incoming database query anoma

query language, and the reporting module further
45

8. The computer system of claim 7, Wherein the query

50

55

9. The computer system of claim 7, Wherein to identify the
portion of the incoming database query not found in the
similar template query as the extra token comprises to:
search for each token of the similar template query in the
incoming database query, in order; and
for adjacent tokens in the similar template query that are
found in order in the incoming database query, identify
any portion of the incoming database query betWeen the
adjacent tokens as the extra token.
10. The computer system of claim 9, Wherein a last token of
the similar template query is found in the incoming database
query, the reporting module is further adapted to cause the

similar template query as the extra token.

4. The method of claim 1, Wherein identifying the portion
of the incoming database query not found in the similar tem
plate query as the extra token comprises:

processor to:

identify any portion of the incoming database query occur
ring after the token matching the last token of the similar

identifying only a portion of the incoming database query
occurring after a speci?ed position in the incoming data
5. The method of claim 4, Wherein the speci?ed position is
a ?rst literal occurring in the incoming database query.

adapted to cause the processor to report the result of the
declaration.

language is SQL.

ing any portion of the incoming database query betWeen

base query.

set of tokens representing the similar template query,
and if the extra token has meaning in the query language,
the reporting module further adapted to cause the pro
lous if the extra token does not have meaning in the

the adjacent tokens as the extra token.
3. The method of claim 2, Wherein a last token of the similar

template query is found in the incoming database query, the
method further comprising:
identifying any portion of the incoming database query
occurring after the token matching the last token of the

and cause the processor to declare the incoming query
malicious if all of the tokens in the set of tokens repre
senting the similar template query are in the same order
as the set of tokens representing the incoming database
database query includes the extra token not found in the

extra token does not have meaning in the query lan
guage; and

reporting the result of the declaration.
2. The method of claim 1, Wherein identifying the portion

of tokens representing the incoming database query and
if the extra token has meaning in the query language; and
a reporting module adapted to load into the memory device

query, if the set of tokens representing the incoming

extra token not found in the set of tokens representing
the similar template query, and if the extra token has

meaning in the query language;
declaring the incoming database query anomalous if the

set of tokens representing the incoming database query
With the ordered sets of tokens representing the template
queries, to identify a template query of the plurality of
template queries that is similar to the incoming database
query, the similar template query being represented as an
ordered set of tokens, to identify a portion of the ordered
set of tokens representing the incoming database query
not found in the ordered set of tokens representing the
mine if all of the tokens in the set of tokens representing

language;
query are in the same order as the set of tokens repre

a processor adapted to execute computer program mod

ules;

language is malicious, comprising:

template query as the extra token.
65

1 1. The computer system of claim 7, Wherein to identify the
portion of the incoming database query not found in the
similar template query as the extra token comprises to:
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identify only a portion of the incoming database query
occurring after a speci?ed position in the incoming data

15. The computer program product of claim 14, Wherein
the query language is SQL.
16. The computer program product of claim 14, Wherein to
identify the portion of the incoming database query not found

base query.

12. The computer system of claim 1 1, Wherein the speci?ed
position is a ?rst literal occurring in the incoming database 5 in the similar template query as the extra token comprises to:
search for each token of the similar template query in the
query.
13. The computer system of claim 7, Wherein to identify the
incoming database query, in order; and
for adjacent tokens in the similar template query that are
template query of the plurality of template queries that is
found in order in the incoming database query, identify
similar to the incoming database query comprises to:
apply a similarity metric to the incoming database query
any portion of the incoming database query betWeen the

and the plurality of template queries; and

adjacent tokens as the extra token.

identify a set of template queries Where the similarity met

17. The computer program product of claim 16, Wherein a
last token of the similar template query is found in the incom
ing database query, the reporting module is further adapted to
identify any portion of the incoming database query occur
ring after the token matching the last token of the similar

ric produces a score above a threshold.

14. A computer program product having a computer-read
able storage medium having encoded therein computer pro
gram instructions for determining Whether an incoming data
base query is malicious, comprising:
a representation module adapted to represent the incoming

template query as the extra token.

database query as an ordered set of tokens and represent

a plurality of template queries as ordered sets of tokens;
a comparing module adapted to compare the ordered set of

tokens representing the incoming database query With
the ordered sets of tokens representing the template que
ries, to identify a template query of the plurality of
template queries that is similar to the incoming database
query, the similar template query being represented as an
ordered set of tokens, to identify a portion of the ordered
set of tokens representing the incoming database query
not found in the ordered set of tokens representing the
similar template query as an extra token, and to deter

20

occurring after a speci?ed position in the incoming data
base query.
25

identify the template query of the plurality of template que
30 to:

apply a similarity metric to the incoming database query

and the plurality of template queries; and

the similar template query are in the same order as the set

identify a set of template queries Where the similarity met
ric produces a score above a threshold.
35

malicious if all of the tokens in the set of tokens repre
senting the similar template query are in the same order
as the set of tokens representing the incoming database

incoming database query as the ordered set of tokens com

40

set of tokens representing the similar template query,
and if the extra token has meaning in the query language,
the reporting module further adapted to declare the
incoming database query anomalous if the extra token
does not have meaning in the query language, and the 45
reporting module further adapted to report the result of
the declaration.

21. The method of claim 1, Wherein representing the

prises:

query, if the set of tokens representing the incoming
database query includes the extra token not found in the

19. The computer program product of claim 18, Wherein
the speci?ed position is a ?rst literal occurring in the incom
ing database query.
20. The computer program product of claim 14, Wherein to
ries that is similar to the incoming database query comprises

mine if all of the tokens in the set of tokens representing

of tokens representing the incoming database query and
if the extra token has meaning in the query language; and
a reporting module adapted to declare the incoming query

18. The computer program product of claim 14, Wherein to
identify the portion of the incoming database query not found
in the similar template query as the extra token comprises to:
identify only a portion of the incoming database query

representing the incoming database query in a canonical
form.
22. The computer system of claim 7, Wherein the represen
tation module is further adapted to cause the processor to
represent the incoming database query in a canonical form.

23. The computer program product of claim 14, Wherein
the representation module is further adapted to represent the
incoming database query in a canonical form.
*
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